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1
Decision/action requested

CAG ID privacy solution proposed: It is operator decision if the subscribers of its network are allowed to request access to a CAG already early in RAN message. In this case, the CAG ID is sent in the clear in RAN. CAG ID shall always be protected as non-clear IE in NAS signalling.
2
References

 TR 33.819
3
Rationale

Simple solution proposal for CAG ID privacy taking into account the reason for usage in RAN optimization.
4
Detailed proposal

***** Start of Change

6.X
Solution #X: CAG ID privacy considering RAN optimization
6.X.1
Introduction

This solution addresses key issue #6.2: CAG ID Privacy. 
23.502 4.2.2.2 step 1 mandates "The AN parameters shall include a CAG Identifier if the UE is accessing the NG-RAN using a CAG cell (see TS 23.501 [2] clause 5.30.3)." This is for optimized RAN procedures. The impact of privacy compromise is arguable due to the fact that the UE is accessing RAN anonymous and several other parameters are also sent in RAN in the clear for the same reason, i.e. RAN optimization.
6.X.2
Solution details
It is operator decision if the subscribers of its network are allowed to request access to a CAG already early in RAN message. In this case, the CAG ID is sent in the clear in RAN.

CAG ID shall always be protected as non-clear IE in NAS signalling.

 6.X.3
Evaluation

This solution does not allow an evesdropper to link a CAG ID to a specific SUPI-identified UE. However, if sent over RAN, up to operator configuration, the anonymity set gets reduced, but no personal identifiable information can be inferred. The solution keeps the balance between advantage of early knowledge of CAG ID in in RAN and any impact of a heavy privacy solution for CAG ID. When UE is sending CAG ID in RRCSetupRequest, an adversary can only connect the clear-text IEs in the NAS with the information sent in RAN. Thus, CAG ID is only possible to connect to a SUCI, a one-time identifier, but not the real identity SUPI of the UE. If the operator does not want to provide the advantage of early notification in RAN, the CAG ID is protected with the already existing mechanism for initial NAS protection. Thus, minimal impact to Rel-15 solution.
***** End of Change
